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| DON'T STOP
WHEN [I'M
TIRED.

| STOP WHEN

I’'M DONE.
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e Trust

o I|dentity
 Things

e Social

e Mobile

* Analytics
 Cloud

e Demise of ERP

* InfoSec
« APTs
o Certificaatkwestbaarheden
o Crypto-breuken
* Quantum Computing
 New methodologies

 Deflation of TLD

Mijn
M Loopt door
Hoewel... Bitcoin et al! ¥
M loT ...
M WhatsApp / Telegram / Ello / Viv / ...
M Mehhh
M - ‘smart’ / mensenwerk
M Mehhh
M Beetje uit-de-cloud, verder niks

M Sony. En vele andere!
()

M NSA m.n.

M OSSTMM

M Gelukkig wel (BoE, Forbes, et al)

—HSACA



Cycle

expectations

Internet of Things
‘ Matural-Language Question Answerng
ool gpess e o M
onomous Vehicles
Cryptocurrencies
SmartAdisors Complex-EventProcessing
Data Sclence £ Big Data
Prescriptive Anahtics | & In-Memory Database Management Systems
Meurobusiness— DContant Analytics
Biochips

0 Hybrid Cloud Computing
Gamification
Augmented Reality
Machine-to-Machine
Communicalion

Aftective Computing
SmartRabols

30 Bioprinting Systems
Valumetric and Hologeaphic Displays

SpeschRecognition
Consumer Telematics

Software-Defined Anything Services
Quantum Computing —— &8 Mobile Health i inii
Human Augmentation g o antifed Sel Monitoring 5 T
Brain-Computer Interface Acthvity Streams

Connacted Home In-Memory Analytics

Cloud Computing Gesture Control

MWFC
Wirtual Personal Assistanis Virtual Real
Digita Securty SmartWorkspace ity
Bioacoustic Sensing A
As of July 2014
. Peak of
Innovation Trough of p Plateau of
Expectations
time v
Plateau will be reached in: obsalete

Olessthan 2years OZ2to5years @5to10vears & morethan 10years @ before plateau
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End of Hipster
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"GRC”

WORLD HERITAGE MUSEUMS * A

ﬁ’g@ ) 5N0§A . R mm OPEN EVERY DAY 7 DAYS A WEEK

DORCHESTER 10.00am - 5.00pm (winter hours: 10.00am - 4pm)

HOME  VISITING US -  SCHOOLS & GROUPS -  SPECIALEVENTS ~ LEARN & PLAY -  LATESTNEWS ~ BUVTICKETS ~ SHOP  CONTACT US

EXPLORE THE MUSEUM I SAVE MONEY
W= “WON TICKETS

DOWNLOAD THIS VOUCHER
»  MORE INFORMATION

»  MORE INFORMATION
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* Quod non!

* Alles tegelijk
Audit industry |

Risk Analysis |
e Quod non
e Brugklas:

BRAUN OR APPLE?

BRAUN T3 POCKET RADIO  APPLE IPOD
i19ss| [2001]

BRAUN TIODD RADID POWERMAL GSMHAC PROL
11367 100

BRAUN LEI SPEARER APPLE INAC
1553 [2007]

ERALN TIDOD RADED POWERHALZ GSMAC PRD
{1867 e i)




Brugklas

R1:Risico's

- = Welka business risks 2iyn ta ondarkennen?
business

':"" R2: Risico's « Welke business risks hebben invioed op de jaarrekening?
jaarekening (inherente risicos)

R3: Risico's = Welks rnisico's worden niet afgedekt door processen?
processen (intern beheersingsrisico's)

R4: Risico’s RO : ' ;
- «  Welkea risico’s worden niet afgedekt in de applicaties?
programma’s

R5: Risico’s

Welke risico’s bestaan op het niveau van platformen?
platformen

RE: Risico's IT « Welke risico's doan zich voor in de processean
processen van IT beheer?

—SACA
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‘GRC’ in 2015 (1)

« “...we hebben hier geen regels; we proberen
wat te bereiken!”

e ‘Disruption’
Kaizen .. verbeterstapjes .. upgrade .. innovatie .. Disruptie

@ CELL PHONES l
| BEFORE & NOW

Battery life 3-4 days 3-4 hours
Impact limit third floor (asphalt) 2 feet (hardwood oors)
Impact protect bon it-i Meeds add-ons
Software updates  Unnpocessa PRrox we
Life span Still going o, 1-2 ye
g specd 9 characters per second Darmn you autocorrect!




‘GRC’ in 2015 (1)

* Kippenhok / When the going gets tough,
the Info(Sec) masters get going:

¢ 1SO27001:2013, 1ISO15504(SPICE)
e OSSTMM (hopelijk)
* Risicoanalyse:

e Doorbraak van Normaal Doen (hopelijk)
 Be Prepared + Acceptatie

| mayerisk —HSACA
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Business

e Big IT

e lOoT

« B2C ‘Innovatie’

 (Hobbeltje InfoSec - ITSec)
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Business (Big IT 2015)

e Big Data
segmentation

e Docker, Firebase

* e.v.a.
~» SMACI(0)T
» (Google Docs, Klaut)

—HSACA




 Convergence van APIs
e Stealth

Degree of automation
“

Social media

M-M communication

Separate CPS

Business (loT 2015)

Complete integration
(Industry 4.0)

Complete interconnectedness
of CPS, as well across plants

Complete interconnectedness Plug & produce

within the factory

“Chaotic"
autonomous production
Smart products

Autonomous
transport management

Real-time control

1
Today 5 years

CPS = Cyber-physical system(s)

1 I
10 years 20 years

© ROI Management Consulting AG



Nog wat B(2B, 2C)

« Bitcoin / Blockchain (onder water)
163 cryptocurrencies

 Webrooming - Showrooming

o Alibaba, Tencent, Baidu > Amazon+Ebay
 Mobile payments, NFC
e 3" Platform / Fabric

 Drones
e Sharing Economy
e Virtual Reality ..?

| mayersk —HSACA




Blockchain trust
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IT In business 2015 — finance

Financial Payment Processing
~==  Equities ==~ - FOrEX +==——— * ESCrow s mm—mmmm— Merchant Solutions / Transfers ~—======
\ § it ~ R
BTC Trading Corp. : i njloKer Bit4x / : : + m : : .5:. FiBitinstant b/ta * Bitiv _ =] COinbase ﬂagens'a l
— . ] icpa
P . | [BTCroW| ! | -
IPicostocks] 1 | mkraken — @irorer ! . ] |\ ®GUPH $ovous N | MTGERX Opencon @'
_____________ LI ot R e R~ B _____________________:_____________
Contracts i Stocks - ( Lending -\
4 P! R ey Banking & eWallets
MinerLease cor B ——
....... PO T [ s Oeomeis [N
* Options - = | - .
’:-utures ‘I { -:l,':cfevels : { [nt[ereSt ‘I || coinb.in ciin @ coinbase "Easy n.net nEasyWallet.org
CBIT | e | ! e | (0 -' ‘
e ) | 2 ol R J flexoin 4% Kipochl Bitco.in | StrongCoin.com |  Valuta
Currency Exchanges
.~~~ Real-time Trading ~~~._ G Fixed-rate ======= ~ .~ Bulk Trades ~. : Lo;al ; In-Hand
’ " : ) ' ! xchanges 1
Qe PRI N Osaon 3. Y i 13 :
Bitcoin Central m I oo SPOT.COM
" " I 1 ; 1 l----ncm e Commodities I ! ! : l
Bitcoin HK Exchange Kaplton 1 ! e ol ) i : m I : W @ I
bitcoinde o . BITCOINNORDIC _[bitcoing now | bitpay ' @ LocalBitcoins... & I
m LocaiBitcoins 1 i _ Bitcoin Malaysia F 0 L 1 l.\ ’; l\ T ...\..-....’;
[ i | Tmoosososososmas®0 Voo e o
k H H e b i S 5 =
- | Obitcoin,...... | _innovate RGaNs O 7T N —— Gift/Debit Cards - = =« w w = ~
o N - “ o @ BTCLotWes |
g s oo [ osmoveor) |3 occ 0O Grmee: g
I !
1 i ! ! " _ Crypteard  giftcarditc ﬂ-ﬂm-w—u— :
& BITSTAMP zBmco"n i I @ — 2 blcx m l‘c!m: : ‘ I
: 1
BTCo SNORn P i _ 1 0 ¥ Bitco.in [ spengmicoins | ’|
EEEmEE | | centew S coinbase ~dgtmkt Gcumencyzone | "o oo mooomoo s e oo s nees -
1 e R . fi i
. 1o _ : I: P Precious & Base Metals/Coins ~
V[rcurex i i FastCash4Bitcoine  ET(DINTLON mJJNMJ'”L : |!~. o s (AMAGRETALS ST "‘qi- Biteoin nesh
4, VirtEx . B : :
floi-fpaeuiy ! v ty 3 coin.me.uk abul
VIWOX ] ‘Qm B oo CXE | 1oan TN © o
Iwemﬂﬁ ] ,f OK PAY !Bitco in Valuta H’,l l‘m m gv oy '& Sri Jhaa-.:‘\’oﬁumu‘mu}l
i S —— - W AR S0 S G5 SR S N SN S-S B G G S5 S GID G55 G (NS SN 4N SN E




Business (B2C ‘Innovatie’ 2015)

Why do people suck af Trivial Persuit?

M Becouse they suck ot art

B Because they suck ot science

"0 Because they suck af sports

M Because they suck at geography

B Because they suck af enfertainment
Because they suck at history

—HSACA
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10T(A) 2015

4 richtingen

e B-inhouse:
3D printing, robots, remote fabrieken

e C-inhouse:
Domotica (Nest e.v.a., setjes; alles-in-1),
Connected Cars

e B2B:

‘SaaS’, DACs?, groep/clubvorming.
Industrial Internet!

« B2C/C2B:
Smart Cities, lifelogging, wearables, tracking ..!

—HSACA




The FTC Warns Internet Of Things Businesses To

Bake In Privacy And Security

Natasha Lomas (@riptari

* KHHEODEBREO

nest

N 20 MIN

21

The FTC has raised concerns about the complexity and privacy risks posed by the rise of
an Internet of Things, with some 25 billion connected objects predicted to be online in
2015, and so-called smart home devices predicted to number around 25 million this

Latest News, Celeb
Weather, Travel and £

Visit AOL

T.: NEWSLETTERS

¥ TechCrunch Daily Top head!
delivered daily

v TC Week-in-Review Most p
stories, delivered Sundays

I0T(A)

v/ CrunchBase Daily Latest star

year.
fuodioes delivered daily

Security-boom -
Risico’s (Stuxnet « privacy) -
Auditprogramma’s (Yours Truly)
—HSACA




Yours Truly (?)

Awareness » Analysis —ama
g
Things and Ingestion Aggregation s
networks and delivery and integration g |
g |
.Sensorsand - * L " ) o
devices ¥ +Protocol translation’”  « Data aggregation 2z |
. Gateways  Device management « APl maqemom E‘ |
« Connectivity 4 Data conversion -, < » Analytics 8
.............. ©
2 |
Action <« Alternatives =)
Things and Ingestion Aggregation
networks and delivery and integration
Tech, protocols, Whloh short-range Use HTTP or loT- DIY API mwm
and standards | radio tech — ZigBee, specific standards such | Of SaaS service?
Z-Wave, or others? as MQTT or CoAP?
Distributed  Which programming How to extract and How to document
data, analytics,  language for proprietary  coordinate logic running  dependencies on third-
and logic  edge devices? in loT platform? party data?
. How to ensure How to prevent data How to guard against
New security | immutable device monitoring by hackers? = API hacking or denial
challenges | state? of service?
How to enable loT on- How to enable mix of How to monitor and
New network  site while guarding high volume streaming  protect with many
demands  core network? and low latency? partners and services?
Filter at edge, or Capture as time series How to store so it's
Time series ¥ transmit raw data or as event? easy to transform as
demand B in volume needed? [ ’ SA CA@
116625 Source: Forrester Research, Inc.

Truist i, and vaiue from, infanmatian systems



To watch

Applications (Verticals)
Personal Devices Lifestyle Connected Home Industries Industrial Internet
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V|A®Ke — D%05

True story. I'm flying right now but
through wifi and an app on my
phone |I'm honking the horn on
my car back home to annoy my

e Ethiek family.
e Trolley problem
o Vertrouwen/Singularity

* Veel Al-‘plugins’

« [visual|lspeech]-naar-[tekst|interpretatie]-naar-[informatie|handeling]
» Losse ideetjes t/m APIl-achtige tools

 Onder water: Nog veel meer

| mayerisk —HSACA




| mayersk

Reeds

“This important book deserves to be read, and digested, by all who wrestie with,
and enjoy—or worry about—a world transformed by digital technology.”

—KEMN AULETTA, author of GOOGLED

The Formula

_ Algorithms " and
© Solve AlOur ~ < Create >
. Problems o \\‘I\‘Iorc.____.-"

LUKE DORMEHL

“The RMV itself was unsympathetic, claiming that it was the accused
iIndividual’s ‘burden’ to clear his or her name in the event of any
mistakes, and arguing that the pros of protecting the public far
outweighed the inconvenience to the wrongly targeted few.”




Sluipend
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And so it begins...

©
@9 R T L + FOLLOW

Venture Capital Firm Appoints Machine
Intelligence As Board Member

. George Dvorsky : 1 @ x

-

1

Hong Kong based venture capital firm Deep Knowledge Ventures (DKV) has appointed a
machine learning program to its board. Called VITAL, it's an "equal member" that will uncover

trends "not immediately obvious to humans” in order to make investment recommendations.

This is probably an attempt to attract media attention, but it could truly be the start of a larger
trend; it's the world's first software program to be appointed as a board member. The move could
also herald a new direction in the way venture capital is done.

The tool was developed by Aging Analyties UK who's licensing it out to DKV, a capital fund that
focuses on companies developing therapies for age-related diseases and regenerative medicine.
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ITSecC

 Poodle, Beast, Heartbleed - Open Source ?

* Encryptie-by-default; Diaspora*, TORbrowser, PGP
e OSSTMM /1S5027k1:2013

* |oT Security / Audit — IAM ? / Analyse ?

e APTs

| mayerisk —HSACA




Droom (wiegeliedje?)
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And so it begins...

m I m E m GEAR SCIENCE ENTERTAINMENT BUSINESS SECURITY DESIGN OPINION MAGAZINE
@ 0 .
e 108 LPRE L 'I N} V FAIR
X
e[ THE PSS { - 4

A Cyberattack Has Caused Confirmed Physical E

Damage for the Second Time Ever

BY KIM ZETTER 01.08.15 | 5:30 AM | PERMALINK

Eishare (45 wiweet 306 841 10 [N 27 |Puu .
\

—HSACA



Van Vroeger Was Alles Beter naar Mordor

Target
Dader Individu Organisatie Land
Individu Meh.
cker’ /
Defacin
Gang Meh. g/
Ideology
driven
Meh.
N . APTs / APTs /
Organisatie Defacing i ]
i Spionage Spionage
klokkenlui
Meh. APTs APTs
Land Politiewerk / . /
Snowd Intel-werk Spionage
mayerisk —HSACA

foumatian sy



ITSec: into the hardcore mosh pit




Alle detalls d

oen ertoe

s §
3 [
2 H |
>
5 © g
=
<]
Target 3 3 - g
- o -
@ c [ = - a =
Threat & g g § 2 & = g 2 g E s £2
i £ 8 ] 2% b= o S @ o g 8
= g 2z ®E s 2 8 - & 2 £ 3 £
B 2 g g @ T3 8 g 3 g 8 g7
5 g g g - 8z 2 a 5 = B £8
7 = 3 28 § - £ a 2 3E
I @ 2 -]
= =
o i
Script kiddie Lotz Calimero Flyto be swatted | Flyto b d | Fiytob d | Fiytob d - ke "% | panger'sonyou | Danger'sonyou | Danger'sonyou
Betson the Betson the Serious BCM Serious BCM
Individual Loose cannon Swatthe fly Battle of wits dafaroy iefarice: gy e Flyto be swatted | Flyto be swatted | Flyto baswatted | Flyto be swatted
Long.horizon activist Swatthe fly Battleof wits | <Undetermined> | war of attrition | War of attrition | War of attrition BCM critical BCM critical ‘War of attrition Flyto b d | Flyta by d
& . M
Loose, ad-hoc, bragglng-monvated Swat the fiy Swatthe fly War of attrition | War of attrition | Warof attrition | War of attrition - M needed Flyto b d | Flyto be swatted | Fly to beswatted | Flyto be swatted
Gang Organised, Dispersed, Resilient swatthe fly swatthe fly Warof attrition | War of attrition | War of attrition | War of attrition BCM eritical BCM critical BCM critical > d> | <l >
Business-oriented Swatthe fly Swatthe fly War of attrition | War of attrition | War of attrition | War of attrition BCM critical BOM critical “::::Z:M ‘War of attrition | War of attrition | War of attrition
= Strike-back may | Strike-back may Betson the Betson the = Betson the
Business Swatthe fly Battle of wits be sucoessful RGN defance defance 1 1 fenia Nochance No chance Nochance
Strike-backmay | Betsonthe Betson the Betson the Serious BCM i Betson the
Organisation Interest group Swatthe fly Battle of wits Pz dolarion el e i BOM critical | <Undetermineds atiion Nochange Mochance
State-backed Swatthefly Swatthefly | Srike-backmay :;”'ie'bf.* e :nm.lie'bf.u‘m :n"'ﬁe'bf.ﬂ B€ES | e crtical BCM critical | <Undetermined> |
Betsonthe
f fi at the i thefl
Rogue Swatthedly Swatthefly [ o fance (w/gove | S¥ethefir @ BCM critical Swatthefly | 1o determined> ® < &
ariant) ariant) variant) (patheticvariant)
help)
o Swatthefly Swatthe fly Swat the fly Swat the fly (hard | Swat the fly (hard Swatthe fly o
Country Sophisticated, closed (patheticvariant) | (patheticvariant) | (patheticvariant] Swatthefly eHfort) effort) BCM critical ( ariant) mined»
Sophisticated, Swatthe fly Swatthe fly Swatthe fiy Swatthefly | Swatthefly(hard | Swatthe fly(hard |  Swatthefly Swatthe fly determineds y .
many-faceted (patheticvariant) variant) | (path ) | (patheticvariant) effort) effort) (patheticvariant) | (patheticvariant) | “UNEetermine




e —Cybersecurity
X A Skllls CﬂSls

»)
In5 W

INCREASE ORGANIZATIONS TRILLION
IN BREACHES | HAVE EXPERIENCED | TOTAL GLOBAL
IN 2013' AN APT ATTACK' IMPACT OF

CYBERCRIME'
7%/2MONTHS 2.9
IS THE AVERAGE TIME BILLION

AN ADVANCED THREAT EXPOSED RECORDS AS
GOES UNNOTICED ON A RESULT OF A DATA BREACH
VICTIM’S NETWORK: IN THE PAST 5 YEARS

Enterprises are under siege from
a rising volume of cyberattacks.

SOURCES: 1. 2014 Inte

IN 2014°

1 MILLION

UNFILLED SECURITY
JOBS WORLDWIDE®

Armageddon..! ..?

OF ENTERPRISES CURRENTLY
LACK THE RIGHT SKILLS AND
HUMAN RESOURCES TO PROTECT
THEIR IT ASSETS'®



Popularity Rank on Stack Overflow (by # of Tags)

L33t Skillz

RedMonk Q115 Programming Language Rankings

saL
AML Visual Basic
i Perl
Matlab
cala
Phelbti Shell
p PowerShell Daskell
XSLT Swift
s Assembly £ Groov
ColdFusion ik
ASP Pl ojure
e ActignScript
. ey Lua S
Makefile i
; CoffeeScript
Arduino Erlang
AppleScript FOReme
) TypeSc;fiElt
Mathematica Emacs Lisp
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AutoHotkey Rust Exet
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Ada Standard M
Objective-C++ Haxe :
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@] dge Al e
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e X Scilab
} 88fhe Maker Language Kotlin
Max
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_ SourcePawp Bariot
Nimrod GosfureScript
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Slash o Common Lisp

Popularity Rank on GitHub (by # of Projecs)
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InfoSec

 Info - RISICO’'S -

All-in oplossingencomplexen + restrisico’s!
o Kwetsbaarheden overal

e 3" parties

 Open Source

 Shadow IT, BYOD/CYOD

o Complexiteit, veranderlijkheid

e (Mosh pit wordt de New Normal)

| mayerisk —HSACA




Doe lets!

‘,_ :
"So many sit idle, thinking their /‘ i {Sa,
o

self-assured mastery of j,
computer and network will
save them from the ills ahead.

I ask you, those in the audience
today: What shielding does an
intimate understanding of
fission provide against the
radiance of a nuclear blast?"”

—"ﬂ

e e SR8
- Taylor Swift




Buiten de deur (?)

 Altijd-waakzaam publiek
* Van socmed naar messaging
e Snapchat, Telegram voorbij

* Ello, Viv, YikYak, Tsu, Whisper, Kik, WeChat,
Line, Viber, surespot, Whicker, Treema,
KakaoTalk, Nimbuzz, Tango, MessageMe,
Slack, HipChat, Peerio, Wizters, Secret, The
Insider, Awkward, Cloaqg, Chrends, Dropon ...

* Privacy ... (by design) (Q1, Q2)
e Blockchain trust
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WRY RIS D

= Nation-state attacks

= Extortion

= Data destruction

= Bank card breaches continue
= 3" party breaches

= Critical Infra

N NN NN KN




Conspectus

v Terugblik

v Governance: Mehhh

v Business: As usual; fin-disruption
v I0T(A): Domotica, Ccars, ++
v Al: Tooltjes, ++

v ITSec: Hardcore strijd

v InfoSec: Alles tegelijk / privacy

v  Conspectus: (Recursie)
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Wammoedikkermee)?

e Be alert. The world needs more lerts.
1. Voor uzelf
2. Voor uw werkgever(s)

 Door met reeds ingezette verbeteringen

e Maar:

e Oude plannen bijbuigen
 Nieuwe plannen: ‘Open’ voor toekomst

e Spread The Word
| mayerisk —HSACA




ARE YOU REALLY
HERE




Recommended Reading

lllllllllllllll

in the Twenty-First Century

@] THE AGE OF
- RN S PTIRITUAL
THOMAS |V =i IR MACHINES
PIKETTY - =1 ] 5

RAY KURZWEIL

— San fruaciscs Chrsasc i

B LIARS s
W OUTLIERS

4 'Lanier_
— Who Owns :
e the Future?

4B
Q

ECONOMICS OF
GOOD AND EVIL

"saabie.

DECEPTION THE soomcer )
(7 » 4 SETH GODIN SHALLOWS : M(,HOLAS(,AHRR

Bruce Schneier

| Authar Not s
iy | \Gadger
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Trust in, and vaiue from, infarmation syslems



Thank you




HTTP status 418
Contact detalls

Jvdviugt@maverisk.nl

@jvdvlugt

Maverisk.wordpress.com
http://nl.linkedin.com/in/jurgenvanderviugt/
(G+, etc.etc.)
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